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1. Introduction
IST MARKETS LTD (“IST MARKETS” or “the Company”) aims to prohibit, detect and actively pursue the 
prevention of money laundering and terrorism �nancing activities and vows to comply with all related law, 
rules and regulations with full attention and no compromise with any of the abovementioned illegal activi-
ties.

The management of the Company is committed to Anti-Money Laundering (“AML”), Counter Terrorism 
Financing (“CFT”) compliance in accordance with applicable laws and places extremely high importance on 
assisting in discovering any money laundering scheme and/or terrorism �nancing activities.

IST MARKETS LTD also requires its o�cers, employees, introducing brokers and a�liated companies to 
adhere to these standards in preventing the use company’s products and services for the purposes of 
money laundering and terrorism �nancing activities.

2. Purpose
The purpose of “AML, CFT & KYC Policy”, (“the Policy”), is to provide guidance on the Anti-Money Laundering 
(“AML”), Counter Terrorism Financing (“CFT”), and Know your Client (“KYC") procedures which are followed 
by the Company in order to achieve full compliance with the relevant AML and CTF legislation.

This policy applies to all Company’s o�cers, employees, introducing brokers, a�liated companies, and 
products and services o�ered by the Company. Any employee found not to be adhering to these policies 
and procedures will face severe disciplinary action.

3. Legal Framework
The Company is required to comply with the provisions of the applicable laws regarding the prevention of 
Money Laundering and Terrorist Financing. The main purpose of these Laws is to de�ne and criminalize the 
laundering of proceeds generated from all serious criminal o�ences aiming at depriving criminals from the 
pro�ts of their crimes.

In accordance with the AML and CTF Laws, the Company is obliged to set out policies and procedures for 
preventing money laundering and Terrorist Financing activities.

The AML and CFT procedures, which are implemented by the Company, are based on AML and CFT laws 
applicable in Mauritius, the recommendations of The Financial Action Task Force (FATF), in addition to other 
documents and information.

4. De�nitions
4.1 Money Laundering

Money laundering is the process of creating the appearance that large amounts of money obtained from 
serious crimes, such as drug tra�cking or terrorist activity, originated from a legitimate source.

There are three steps involved in the process of laundering money: Placement, Layering and Integration.

4.1.1 Placement

Lorem ipsum
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Placement refers to the act of introducing "dirty money" (money obtained through illegitimate, criminal 
means) into the �nancial system in some way.

4.1.2 Layering

Layering is the act of concealing the source of that money by way of a series of complex transactions and 
bookkeeping gymnastics.

4.1.3 Integration

Integration refers to the act of acquiring that money in purportedly legitimate means.

4.2 Terrorism Financing

Terrorist �nancing (proceeds for crime) is the process by which funds are provided for �nancing or �nancial 
support to individual terrorists or terrorist groups.

A terrorist, or terrorist group, is one that has a purpose or activity to facilitate or carry out any terrorist 
action, and can involve: individuals or groups.

4.3 AML/CTF
The term AML CTF refers to “Anti Money Laundering and Counter Terrorism Financing” or “Anti Money 
Laundering and Combating Terrorism Financing”.

4.3.1 Anti-Money Laundering

Anti-Money Laundering (“AML”) refers to a set of procedures, laws or regulations designed to stop the 
practice of generating income through illegal actions.

4.3.2 Counter Terrorism Financing

Counter Terrorism Financing (“CTF”) refers to a set of procedures, laws or regulations designed to prevent 
�nancing or providing �nancial support to individual terrorists or terrorist groups.

4.4 Financial Action Task Force (FATF)

The Financial Action Task Force on Money Laundering (“FATF”), also known by its French name, Groupe 
d'action �nancière (GAFI), is an intergovernmental organization established in July 1989 by a Group of 
Seven (G-7) Summit in Paris, initially to examine and develop measures to combat money laundering.

In October 2001, the FATF expanded its mandate to incorporate e�orts to combat terrorist �nancing, in 
addition to money laundering.

The objectives of the FATF are to set standards and promote e�ective implementation of legal, regulatory 
and operational measures for combating money laundering, terrorist �nancing and other related threats to 
the integrity of the international �nancial system.
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Starting with its own members, the FATF monitors countries' progress in implementing the FATF Recom-
mendations; reviews money laundering and terrorist �nancing techniques and counter-measures; and, 
promotes the adoption and implementation of the FATF Recommendations globally.

The Task Force was given the responsibility of examining money laundering techniques and trends, review-
ing the action which had already been taken at a national or international level, and setting out the meas-
ures that still needed to be taken to combat money laundering.

In April 1990, less than one year after its creation, the FATF issued a report containing a set of Forty Recom-
mendations, which were intended to provide a comprehensive plan of action needed to �ght against 
money laundering.

In 2001, the development of standards in the �ght against terrorist �nancing was added to the mission of 
the FATF.

In October 2001, the FATF issued the Eight Special Recommendations to deal with the issue of terrorist 
�nancing. The continued evolution of money laundering techniques led the FATF to revise the FATF stand-
ards comprehensively in June 2003.

In October 2004, the FATF published a Ninth Special Recommendations, further strengthening the agreed 
international standards for combating money laundering and terrorist �nancing - the 40+9 Recommenda-
tions.

In February 2012, the FATF completed a thorough review of its standards and published the revised FATF 
Recommendations. This revision is intended to strengthen global safeguards and further protect the integ-
rity of the �nancial system by providing governments with stronger tools to take action against �nancial 
crime. They have been expanded to deal with new threats such as the �nancing of proliferation of weapons 
of mass destruction, and to be clearer on transparency and tougher on corruption. The 9 Special Recom-
mendations on terrorist �nancing have been fully integrated with the measures against money laundering. 
This has resulted in a stronger and clearer set of standards.
5. Procedures
The provisions of the Laws adopted by the Company introduces procedures and processes that ensure 
compliance with the applicable Laws related to Money Laundering and Terrorism Financing activities.

5.1 Client Categorization and Identi�cation Procedures

The Company has adopted all requirements of the applicable laws in relation to client categorization and 
identi�cation and due diligence procedures as explained below:

5.1.1 Client Categorization

Clients are categorised based on their risk pro�le into three main categories as explained below:
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The Company has adopted all requirements of the applicable laws in relation to client categorization and 
identi�cation and due diligence procedures as explained below:

5.1.1 Client Categorization

Clients are categorised based on their risk pro�le into three main categories as explained below:
a. Low Risk Clients

The following types of clients are considered lower risk. It should be noted that the Company shall gather 
su�cient information to establish if the client quali�es to be classi�ed as lower risk client:

i. Credit or �nancial institutions situated in another country which imposes requirements higher or equiva-
lent to those laid down by Company’s regulators.
ii. Listed companies whose securities are admitted to trading on a regulated market of another countries 
which are subject to disclosure requirements consistent with Community legislation.
b. Normal Risk Clients

All clients who do not fall under either High Risk or Low risk category will be considered as Normal Risk 
Clients.

c. High Risk Clients

Clients with the following criteria are classi�ed as High risk due to the following conditions:

i. Non face to face customers
ii. Client accounts in the name of a third person
iii. Politically exposed persons (“PEP”) accounts
iv. Electronic gambling /gaming through the internet
v. Customers from countries which inadequately apply FATF’s recommendations
vi. Clients that their nature entail a higher risk of money laundering and terrorist �nancing
vii. Any other Client determined by the Company itself to be classi�ed as such
5.1.2 Client Identi�cation (Due Diligence)

a. Due Diligence Conditions

The Client Identi�cation and Due diligence procedures are applied in the following conditions:

i. Establishing a business relationship.
ii. There is a suspicion of money laundering or terrorist �nancing, irrespective of the transaction amount.
iii. There are doubts about the adequacy of previously obtained client identi�cation data.
iv. Failure or refusal by a client to submit the requisite data and information for the veri�cation of his/her 
identity and the creation of his/her economic pro�le, without adequate justi�cation.
b. Due Diligence Timing
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i. Client identi�cation and due diligence must take place before the establishment of a business relationship 
or the carrying out of a transaction.

ii. The veri�cation of the identity of the client may be completed during the establishment of a business 
relationship if this is necessary in order not to interrupt the normal conduct of business and where there is 
limited risk of money laundering or terrorist �nancing occurring. In such situation, these procedures needs 
to be completed as soon as possible.

iii. Reviews of existing records must take place on a regular basis, thus ensuring that the documents, data or 
information held are up-to-date.

iv. Client due diligence procedures shall be applied not only to all new clients but also at appropriate times 
to existing clients on a risk sensitive basis.

v. When a client’s account is opened, it should be closely monitored.

vi. A review should be carried out, at least twice a year, and a note prepared summarizing the results of the 
review, which must be kept in customer’s �le.

vii. At frequent intervals, the Company should compare the estimated against the actual turnover of the 
account.

viii. Any serious deviation, should be investigated, not only for possible action by the Company in relation to 
the particular account concerned, but also to gauge the reliability of the person or entity who has intro-
duced the customer.

c. Due Diligence Procedures

The practice to which the Company adheres in order to comply with the requirements of the Law on the 
subject of the client identi�cation is achieved on a risk-based approach and it is set out below:

i. Normal Client Due Diligence Procedure

Normal Due Diligence procedure applies for normal risk clients and shall comprise the following:

- Identi�cation of the client and veri�cation of the client’s identity on the basis of information obtained from 
a reliable and independent source.
- For legal persons, taking risk-based and adequate measures to understand the ownership and control 
structure of the client.
- Obtaining information on the purpose and intended nature of the business relationship.
- Conducting ongoing monitoring of the business relationship including scrutiny of transactions undertak-
en throughout the course of the relationship to ensure that the transactions being conducted are consist-
ent with the data and information held by the �rm in connection with the client.
ii. Simpli�ed Client Due Diligence Procedure

Simpli�ed procedures may apply for low risk clients. These measures shall apply when there is no suspicion 
of money laundering, regardless of any derogation, exemption or threshold, and not whenever a business 
relationship is established.
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iii. Enhanced Client Due Diligence Procedure

The Company should apply enhanced client due diligence measures in situations which by nature can 
present high risk of money laundering or terrorist �nancing.
The Company shall take speci�c and adequate measures to compensate for the high risk, by applying one 
or more of the following measures:

- Ensure that the client’s identity is established by additional documents, data or information.
- Apply supplementary measures to verify or certify the documents supplied.
- Ensure that the �rst payment of the operations is carried out through an account opened in the client’s 
name with a credit institution which operates in a country of which imposes requirements higher or equiva-
lent to those laid down by Company’s regulators.
d. Veri�cation Procedure

The following veri�cation procedure will be followed by the Company in order to verify the identity of the 
client during the establishment of the business relationship:

i. The Company will ensure that the construction of the economic pro�le, assessment of appropriateness 
and assessment of suitability shall be performed at all times prior the establishment of the business 
relationship.

ii. The clients are provided with a grace period of �fteen (15) days to provide the Company with their identi-
�cation documents; During the 15 days’ period the Company is required to ensure for the following:

- The cumulative amount of funds to be deposited will not exceed the amount of USD 2,000.
- The funds may come only from a bank account or through other means that are linked to a bank account 
in the name of the client.
- Noti�cation / Reminder emails will be sent to the clients requesting to be provided with the client’s identi-
�cation documents.
- Closure of the account in cases where the veri�cation procedure is not concluded following the comple-
tion of the period.
- The Company shall not withhold any clients’ funds and no accounts shall be frozen unless there is a suspi-
cion of money laundering.
e. Other Due Diligence related matters

i. Politically exposed persons

Politically Exposed Persons (“PEPs”) are individuals who are or have been entrusted with prominent public 
functions in a foreign country and close associate is someone with a close relationship with the political 
exposed persons.

The Company should adopt the following additional due diligence measures to determine whether a 
prospective client is a politically exposed person:

- Special Approval from Senior Management prior to the establishment of a business relationship with the 
client.
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- Take appropriate measures for the establishment of the origin of the client’s assets and the source of funds 
that are related with the establishment of the business relationship or transaction.
- Conduct enhanced and continuous monitoring of the business relationship.
ii. Anonymous or Numbered Accounts

The Company is prohibited from keeping anonymous or numbered accounts. Additionally, the Company 
shall pay special attention to any money laundering or terrorist �nancing threat that may arise from prod-
ucts or transactions that might favour anonymity and take measures to prevent their use for money laun-
dering or terrorist �nancing purposes.

iii. Due Diligence Performance by Third Parties

The Company is permitted to and may rely on third parties to meet the requirements for client due 
diligence. However, in the such cases, the ultimate responsibility for meeting those requirements shall 
remain with the Company which relies on the third party.

5.2 Client Account Opening and KYC Documentation Procedures

Prior to accepting new clients, the company requires these clients to provide certain information and 
documentation for the purpose of client identi�cations and the veri�cation of client identity.

5.2.1 Account Opening

a. Required Information for Account Opening

All clients interested in opening an account with the Company are requested to provide certain information 
including:

i. The Client’s personal details
ii. The Construction of Economic Pro�le for the Client
iii. The Client’s Appropriateness/Suitability Assessment
It is obvious that the identi�cation of the client including construction of economic pro�le and appropriate-
ness/suitability assessment shall take place prior the establishment of the business relationship with the 
client.

b. Account Opening Procedure

i. The client completes the account opening forms indicating all required information.
ii. The responsible administrator collects all initial information of the client and forwards it directly to Senior 
Management and to the Anti-Money Laundering Compliance O�cer for examination, review and approval.
iii. Following the approval, the administrator records all necessary information into the Company’s software 
systems and communicates it to the related departments.

5.2.2 KYC Documentation

Prior to accepting new clients and allowing them to trade with the Company, the following documents shall 
be obtained for the veri�cation of clients’ identity:
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a. The name and address of clients and copies or records of o�cial identi�cation documents (like passports, 
identity cards, or driving licenses).
b. The name and address (or identi�cation code) of counterparties.
c. The form of instruction or authority.
d. The account details from which any funds were paid.
e. The form and destination of payment made by the business to the client.
f. Business correspondence.
g. For client due diligence, a copy of the references of the evidence is required, for a period of at least 5 
years after the business relationship with the client has ended.
h. For business relationship and transactions, the supporting evidence and records for a period of at least 
�ve years following the carrying out of the transactions or the end of the business relationship.
5.4 Suspicious Transactions Reporting

A suspicious transaction is a transaction which is inconsistent with a client's known, legitimate business or 
personal activities or with the normal business of the speci�c account, or in general with the economic 
pro�le that the Company has created for the client.

The Company ensures maintaining adequate information at all time and knows enough about its clients' 
activities in order to recognize on time that a transaction or a series of transactions is/are unusual or suspi-
cious.

5.4.1 Examples of Suspicious Transactions

Examples of what might constitute suspicious transactions/activities related to money laundering and 
terrorist �nancing include but not limited to:

a. Transactions with no discernible purpose or are unnecessarily complex.
b. Use of foreign accounts of companies or group of companies with complicated ownership structure 
which is not justi�ed based on the needs and economic pro�le of the customer.
c. The transactions or the size of the transactions requested by the customer do not comply with his usual 
practice and business activity.
d. Large volume of transactions and/or money deposited or credited into, an account when the nature of 
the customer’s business activities would not appear to justify such activity.
e. The business relationship involves only one transaction or it has a short duration.
f. There is no visible justi�cation for a customer using the services of a particular Financial Organisation.
g. There are frequent transactions in the same �nancial instrument without obvious reason and in condi-
tions that appear unusual.
h. There are frequent small purchases of a particular �nancial instrument by a customer who settles in cash, 
and then the total number of the �nancial instrument is sold in one transaction with settlement in cash or 
with the proceeds being transferred, with the customer’s instructions, in an account other than his usual 
account.
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a. Natural Persons

The identi�cation documents required from natural persons (Individual clients) in order to e�ciently imple-
ment the Company’s KYC procedures are as follows:

i. Proof of Identity

A Valid government-issued Proof of Identity, (Passport, National ID Card, Driving License, …) which should 
include Client’s Full Name, Client’s Date of Birth, Client’s Photograph, and Validity Status (Date of Expiry 
and/or Date Issuance + Validity Period)

ii. Proof of Residence

A Recent proof of home address in the person’s name (Bank Statement, Utility Bills, Phone Bills, ..) which 
should include Client’s Full Name, Client’s Home Address, and Date of Issuance (must not be more than 6 
months old).

b. Legal Persons

A di�erent identi�cation procedure is followed for Legal Persons (corporate clients) interested in opening 
an account with the Company. These documentation requirements are presented below:

i. Incorporation Documents

The form and name of corporate documents may vary depending on country of incorporation and/or legal 
form of the company. However the required government-issued Corporate Documents should include 
Corporation name, Date and Place of Incorporation, Registered O�ce Address, Directors and authorised 
signatories, Ownership/shareholding structure (Shareholders names and shareholding percentage), Corpo-
rate registered activities.

These documents may include but not limited to, Certi�cate of incorporation or Certi�cate of Registration, 
Certi�cate of Registered O�ce, Certi�cate of Directors and Secretary, Certi�cate of Registered Shareholders, 
Memorandum and articles of association,

ii. Directors and Bene�cial Owners Documents

Personal KYC and identi�cation documents are required from:

- Legal Person’s Directors
- Legal Person’s Ultimate Bene�cial Owners with 10% bene�cial ownership or more.
These identi�cation documents include Proof of Identity and Proof of Residence.

iii. Board Resolution

A resolution of the board of directors of the legal person for the opening of the account and granting 
authority to those who will operate it.
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5.3 Record Keeping Procedures

The Company should keep the below listed documents and information for use in any investigation into, or 
analysis, of possible money laundering or terrorist �nancing by national authorities.

The retention of the documents/data, other than the original documents or their certi�ed true copies that 
are kept in a hard copy form, may be in other forms, such as electronic form, provided that the Company is 
able to retrieve the relevant documents/data without undue delay and present them at any time, to the 
relevant authorities, after a request. A true translation is attached in the case that the documents/data are in 
a language other than English.
i. Any transaction the nature, size or frequency appear to be unusual, e.g. cancellation of an order, particu-
larly after the deposit of the consideration.
j. Transactions which are not in line with the conditions prevailing in the market, in relation, particularly, 
with the size of the order and the frequency.
k. The settlement of any transaction but mainly large transactions in cash and/or settlement of the transac-
tion by a third person which is di�erent than the customer which gave the order.
l. Instructions of payment to a third person that does not seem to be related with the instructor.
m. Transfer of funds to and from countries or geographical areas which do not apply or they apply inade-
quately FATF’s recommendations on money laundering and terrorist �nancing.
n. A customer is reluctant to provide complete information when establishes a business relationship about 
the nature and purpose of its business activities, anticipated account activity, prior relationships with Finan-
cial Organisations, names of its o�cers and directors, or information on its business location.
o. The customer usually provides minimum or misleading information that is di�cult or expensive for the 
Company to verify.
p. A customer provides unusual or suspicious identi�cation documents that cannot be readily veri�ed.
q. A customer that makes frequent or large transactions and has no record of past or present employment 
experience.
r. A customer who has been introduced by a foreign Financial Organisation, or by a third person whose 
countries or geographical areas of origin do not apply or they apply inadequately FATF’s recommendations 
on money laundering and terrorist �nancing.
s. Shared address for individuals involved in cash transactions, particularly when the address is also a busi-
ness location and/or does not seem to correspond to the stated occupation (e.g. student, unemployed, 
self-employed, etc).
t. The stated occupation of the customer is not commensurate with the level or size of the executed transac-
tions.
u. Use of general nominee documents in a way that restricts the control exercised by the company’s board 
of directors.
5.4.2 Suspicious Transaction Reporting Procedure

The procedure to report a client’s suspicious transaction is as follows:

a. The reports of Company’s employees from di�erent departments are evaluated by the AML Compliance 
O�cer.
b. If it is considered necessary, the Compliance O�cer shall notify the relevant Money Laundering Authori-
ties.
c. After the submission of a suspicious report the customers’ accounts concerned as well as any other 
connected accounts are placed under the close monitoring of the Compliance O�cer.
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The procedure to be followed by the AML compliance o�cer on a daily/monthly basis is as follows:

i. Receiving a daily report from sta� members about regarding any suspicion transactions
ii. Examine the reports submitted (if any)
iii. Proceed and inform the Senior Management and advice if any of the below actions to be taken:
- Stop the transaction, if this is in process.
- Inform the client for the reason of the transaction being cancelled.
- Collect the information of the transaction if this has already been executed.
- Report to the appropriate authorities of the transaction as this is required by Law.
6. Personnel Education and Training
The Company ensures that its employees are fully aware of their legal obligations according to the Law, in 
relation to the prevention of money laundering and terrorist �nancing by introducing a complete employ-
ee’s education and training program.

The training program aims at educating employees on the latest developments in the prevention of money 
laundering and terrorist �nancing, including the practical methods and trends used for this purpose.

The training program ensures that Company’s employees are fully aware that they can be personally liable 
for failure to report information or suspicion, regarding money laundering or terrorist �nancing. The timing 
and content of the training provided to the employees of the various departments is adjusted according to 
the needs of each department.

The frequency of the training can vary depending on to the amendments of legal and/or regulatory 
requirements, employees’ duties as well as any other changes in the �nancial system.

The training program has a di�erent structure for new employees, existing employees and for di�erent 
departments of the Company according to the services that they provide.

On-going training is given at regular intervals to ensure that the employees are reminded of their duties 
and responsibilities and kept informed of any new developments.

Any personal information collected about the client such as name, address, date of birth and contact details 
will be maintained with IST MARKETS LTD strictly for business purposes. Other information such as client 
transactions, copies of passports and proof of addresses will remain con�dential and shared only between 
our account services and compliance departments. IST MARKETS LTD may additionally inquire about the 
credit worthiness of the client, which will also remain con�dential within our customer �les. Such informa-
tion may be maintained either physically or electronically with strict access procedures.

IST MARKETS LTD may share client information with internal departments or a�liate o�ces who conduct 
marketing, back-o�ce and customer service functions to accomplish normal business operations. However, 
client information is required to be kept con�dential as each employee within the IST MARKETS LTD has 
signed a Con�dentiality Agreement in this regard.

Any questions or additional information regarding our privacy policy may be directed to our Customer 
Service Department at support@istmarkets.mu.

IST Markets LTD is registered in Mauritius, and regulated by the
Financial Services Commission, Mauritius (FSC Mauritius) under License Number: GB22200573.

Registered Address: The Cyberati Lounge, Ground Floor, The Catalyst, Silicon Avenue, 40 Cybercity, 72201 Ebene, Mauritius.


